
Citizens Advice East Herts
can help if you are worried about scams

The Citizens Advice offers free, confidential, independent and impartial advice to anyone.
We work in our local area and we are mainly staffed by volunteers.

We give information and advice to people to help solve their problems.
We also work to make life better by campaigning locally and nationally on the issues that

keep causing problems
-------------------------------------------------------------------------------------------------------------------------

Our Top Tips to Stay Safe

Discuss any important or unusual purchases with someone you trust.

Don't pay in cash for any large or unusual purchases and don't buy anything from
a door to door trader.

If you get a phone call from TV Licencing, HMRC (tax office), the Police or a court it
is a scam. Don't pay any money or give them information- hang up the phone.

If something doesn't feel right trust your instincts. 

It is ok to say No - only scammers try to panic or rush you.

Never give anyone your PIN number for your bank account - not even your bank
will ask you for this information.

----------------------------------------------------------------------------------------------------------------
We can help you stay safe from scams with practical advice and

information about protecting your money and your home. If you have
been scammed we can help you report it and help you prevent it from
happening again. You can also use our scam checker on our website or

over the telephone with one of our advisers if you are worried that
something could be a scam.

Adviceline (Mon-Fri 10am-4pm)
03444 111 444

Message Line (anytime)
01920 459 944

citizensadviceeastherts.org.uk



Talking
About
Scams



What is the Citizens Advice 
and why are we 

talking about scams?

The Citizens Advice offers free, confidential, independent
and impartial advice to anyone.
We work in our local area and we are mainly staffed by
volunteers.
The details of your local Citizens Advice office is on the back
of this booklet.
We give information and advice to people to help solve their
problems. 
We also work to make life better by campaigning locally and
nationally on the issues that keep causing problems.
We are talking about scams because it is the best way to
stop people from being scammed. When people get
scammed they are sometimes embarrassed or they just
want to forget about it.

This is what scammers
want because it makes
it easier for them to
scam again. They move
on to a new victim or
they keep taking
money from the same
person. The best way
to stop them is to talk
about scams.



A scam is...
a fraud...

a swindle...
a deceptive act...

and anyone can fall victim to a scammer

A scam can trick you into...
Buying goods or services you don't want
Telling someone your personal information
Sending money or vouchers to someone
Letting a scammer use your property to commit
crime
 
A scammer can contact you at your door, by
post, on the phone, in the street or over the
internet/email
Sometimes they gain your trust by offering you
something for free. Or they might say they are from
TV Licensing, HMRC Tax Office or the local council.
Sometimes they say you have won a competition or
you are due some money.

What is a scam?



Doorstep scams
People selling things on the doorstep are scammers
Never buy goods or services at the door. Never give out
your personal information at the door.
These are common examples of doorstep scams. 

Rogue traders may try to sell you a service you don't need or
want. 
 
Bogus officials claim to be from your utility company as a way of
gaining access to your home.  

Fake charity agents may pretend they’re from a charity and ask
you to donate money, clothes or household goods. 
 
Fake customer survey agents ask you to complete a survey so
they can get hold of your personal details, or use it as a cover for
persuading you to buy something you don’t need or want. 
 
People with hard luck stories may come to your door and ask
you to help them out with cash, ask to use the telephone or
claim they’re feeling unwell, the story is made up to con you out
of money or to get into your home.

ALWAYS STOP AND THINK
"WHY HAS THIS PERSON COME 

TO MY DOOR?"



How to deal with
doorstep scammers

Scammers try to worry or scare people into making a
quick decision. They do this so there is no time to talk
to a friend or family member.

They might say "There is something wrong with your roof, it's
dangerous - I can fix it, but only today...I need to know now"

If this or something similar happens just say "I don't want to
talk about that - I'm going to shut the door now"

Scammers often try to sell overpriced products at the
door. They will have a hard-luck story about trying to
sort their lives out.

None of it is true and sometimes they are looking for ways
to gain access to your house. Say to them "I don't buy at the
door - I'm going to shut the door now"

Shutting the door on a scammer is the only
way to deal with them.

 If anyone persists or doesn't want you to
shut the door tell them you 

will call the Police.



Postal scams
If a letter arrives with news or
an offer that is too good to be
true then it's a scam

Winning a competition, prize draw or a lottery you didn't
enter is a way for scammers to get your personal information
and your money. When you contact them to see what you have
won they take your details and they use your information to
commit fraud in your name. Sometimes they tell you that you
have to call a premium rate number to claim your prize or you
have to pay a release fee. 

Pyramid schemes are used by scammers to get your money.
You might get letters saying that the scheme will pay you a large
profit if you also get your friends or family to invest. You might
even be asked to invest by a family member or someone you
trust because they do not realise that it is a scam. This is always
a scam and only the scammers make any money.

Letters like this should
always go in the bin



How to deal with 
problem post

Parcel delivery scams happen when an unexpected delivery
arrives, it is usually a mobile phone or another electronic gadget.
If an expensive item is delivered to you that you haven't ordered
it is a scam. The scammer will wait for the item to be delivered
and then approach you to ask for the delivery, they usually say it
has been sent to the wrong address. However they will have put
the debt in your address. If this happens to you keep the
delivery and call the police.

Junk mail and marketing mail can be stopped by registering
with the Mailing Preference Service.  

Letters from charities asking for donations can also be stopped
by registering with the Fundraising Preference Service.

Your local Citizens Advice can help
you to register with  these
organisations and give you further
information about stopping
unsolicited post. The contact details
for your local office are on the back
of this booklet

Parcel scams



Telephone scammers try to make you send them
money or try to find out your personal information so
they can commit fraud

Scammers might call you pretending to be an official
organisation to scare you into sending them money. Sometimes
they say they are TV Licencing, HMRC Tax Office or a utility
company. They say that you owe them money and if you don't
pay quickly you could be arrested. 

This is never true and these organisations will never ask for
money over the telephone. 
----------------------------------------------------------------------------------------------
Telephone calls claiming to be from your bank are used by
scammers to get your information and your money. Sometimes
they say that your bank account has been targeted by scammers
and you need to move your money to a different account. 

This is never true. Your bank will never call you and ask you
to pay money into another account. 
----------------------------------------------------------------------------------------------
Scammers sometimes pretend to be charities to get your
money or your information. These scammers can be very
persuasive and sometimes they say they are from well known
charities.

If you decide to give to a charity never arrange payment
over the telephone.

Telephone scams



Telephone calls about your pension are used by scammers to
get your money or your information. Scammers sometimes say
they are from the Government Pension Service and they need to
check you are getting the right amount in your pension. 

The Pension Service will always write to you if they need to
check your pension. 
--------------------------------------------------------------------------------------------

Coronavirus or COVID-19 scams are happening now. If you
receive a telephone call and you are told you have to pay for a
Coronavirus test it is a scam. 

If you need a Coronavirus test it is always free.

Telephone scams

How to deal with 
problem telephone calls

The only way to deal with a scammer is to hang
up the telephone.

If you are receiving nuisance marketing calls saying that you
have been involved in an accident or you are owed
compensation these can be stopped.
The Telephone Preference Service can help
you to exclude unwanted telephone calls. You
can find out how at your local Citizens Advice
using the contact details at the back of this
booklet.



How to keep safe from scams
Anti-scam top tips

Make a note of your utility companies. Stay a step ahead of
the scammers - know who supplies your gas, electricity, water,
television and telephone services  - write it down along with the
method by which they always contact you. If you get a phone call
that does not match your information then it could be a scam.
For example "British Gas Account number 123456 - Always contact
me by letter" 

Nominate a trusted person. Have the contact details to hand of
someone you can trust. If you are considering making a new
purchase or if you think you should change anything about your
finances speak to this person first. If they try to persuade you to
complete the purchase without talking to the person you trust
you should stop.

Check your bank statements. Make sure you know what direct
debits and standing orders you have on your account. Check you
are aware of all your outgoing payments. If you are not sure of a
payment check with someone you trust and ask them to help
you contact the bank.

Be careful of people who say things like... "I'm not trying to sell
you anything" or "I can't tell you why I'm calling until I have your
details - but it is very important" or "I'm trying to help you but I need
some information from you". 



Current scams...
Coronavirus scams - sadly scammers are taking advantage
of the current situation to exploit vulnerable people.

Scams to look out for include...

Advertising for face masks or medical equipment at high
prices

Phone calls or texts pretending to be from the
government asking you to pay for a Coronavirus test

Phone calls offering life insurance against Coronavirus

People knocking at your door and asking for money for
charity

People knocking on the door to offer anti-virus deep
cleaning for your property

If you get phone calls or texts about Coronavirus from
someone you don't know just hang up the phone or delete
the messages. It is always free to be tested for Coronavirus.

Don't give money or personal details to anyone you don't
know or trust - for example someone who knocks on the
door and offers to help with shopping. If they are genuine
they will be happy to prove thier identity.



Citizens Advice East Herts

Report a scam to us and we
will help you deal with it

Adviceline (Mon-Fri 10am-4pm)
03444 111 444

Message Line (anytime)
01920 459 944

citizensadviceeastherts.org.uk


